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(57) Abstract 

The present invention includes methods and ap- 
paratus for increasing the efficiency of remote service 
transactions. According to the present invention, a smart 
card (10) includes optics (24) for receiving information 
from a television channel and a modem (42) for provid- 
ing real-time two way communication with a remote ser- 
vice provider (16). To maintain system security, data 
that is provided to the card may be encrypted. The 
present invention also includes applications of the smart 
card such as remote financial services, near video-on- 
demand with automated order and billing, pay-per-view 
with automated order and billing, appointment TV, home 
shopping, real-time market studies and opinion polls and 
electronic gaming and sweep-stakes. 
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Field of Che Invention 

The present invention relates to portable information and communication systems, 
and more particularly, to communication between a hand held portable electronic device 
and various local and remote services. 

Art Background 

Consumers today are confronted with a bewildering variety of goods and services 
such as cable television, financial transactions and home shopping catalogues. Currently, 
consumers must separately access each distinct service. For example, to order a pay-per 
view movie currently requires contacting a cable television operator through one device, 
often a telephone, and contacting a bank through a different device, an automatic teller 
machine or a computer. There are many other examples of the splintering of goods and 
services amongst different devices, which causes consumer confusion and inefficiency. 

Apart from the difficulties from the consumer's standpoint, present technology 
does not provide for efficient data gathering and similar functions. For example, present 
opinion polls are typically conducted by telephone, which is expensive and time 
consuming, which may deter persons from participating in the poll. Other data gathering 
operations suffer from similar flaws. 

Present information technology has further limitations. Despite an existing 
infrastructure of cable television channels, the television industry has yet to provide 
consumers with the type of interactivity becoming increasing popular in multimedia 
applications. There is thus a need for a device that allows existing communication 
infrastructures to provide real time interactivity for television. 

As will be described, the present invention solves the disparate problems presented 
by current technology by integrating a wide variety of interfaces to goods, services and 
other information providers within a hand held, portable device. The present invention 
achieves real time interactivity for television networks or other sources and is convenient 
for consumers. These and other advantages of the present invention will be apparent from 
the following description. 
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Summary ~ f th * Invention 

SUm -^— ^„„ includes methods ana appals for increasmg 

of remote service .ransack. According to the present invention, a smart card mcUtdes 

1Z — - —** «- from a disp,ay ' such 35 for examp,e ' T' er 

„ data is encoded in the spectrum - light P-ided hy the dispUy. ~™ 
coupled to a central processing unit (CPU) and a random access memory (RAM,. 1*. 
CPU and RAM and a read oniy memory (ROM) are coupled to a modem. 

,„ operation, the smart card receives information associated with a remote service 
provider from light emitted from the television dispUy and receives input from . user. 
Based upon the the information received from the .eievision and the user s mou, the 
modem s provided with a teiephon. numher to carry „u, an automated transaction w.th 
Z remote service provider. To maintain system security, data ma, is provrded to the 
card may be encrypted. 

The present invention also includes specific applications of the smart card. These 
services indude: remote financial services, near video^emand with _ . order 
and billing, pay-per-view with automated order and hilling, appointment TV, home 
shopping, real-time — studies and opinion polls and electronic gammg and 
sweepstakes. 
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IN THE DRAWINGS: 

FIGURE 1 is a block diagram of the communication interfaces between a smart 
card of the present invention and television and remote service providers. 

FIGURE 2 illustrates one possible interface between the smart card of the present 
invention and a service provider. 

FIGURE 3 illustrates one side of the smart card of the present invention. 

FIGURE 4 is a block diagram of the electronics disposed within the smart card of 
the present invention. 

FIGURE 5 illustrates an alternate embodiment of the smart card of the present 
invention. 

FIGURE 6a illustrates the smart card inserted into a VCR remote control. 
FIGURE 6h is a side view of the embodiment illustrated in Figure 6a. 



3 



BAD ORIGINAL 



PCT7US96/04951 

WO 96/32702 t£ 

. - „ cmart car d in the following description, 

unnecessarily. 

,„ Mmmu „ lca , ion lwerfaces „, . smart card .0 of - 

invention As — - - the smart - .0. — 

he described more fully below, communicates with a remote serv.ce M over a two way 
lltl medium such as a teiephone line. * remote 
1S any „pe of service tha, supports digital communication and spec.ftc remote servtces 

be described more fully below. 

,„ addition ,„ ft. -wo way communication « between the smart card .0 and *e 
• . •« .he smart card 10 is capable of receiving information from l.gh. 1« 
H 'tet -screen ,3 where me information has been encoded through a 
20 onto the signal .2 provided b, a head end ,5. Tbe VEIL interface . 

20 veil- pi"" prT/US95/00759, entitled 

more ftillv in the copending application, PC 1 /uoyo'w.j , 

Z AL ACTIVATED INTERACTIVE SMART CARD and incorporat. 
^by leoce. me combination of interfaces with the Head -» -^^ 
^ice provide, .6 results in greatiy enhanced fcnctionality. as w,„ be desenbed more 

25 fully below. 

nplr « 2 illustrates one possible interface between the smart card .0 and the 
irfe, 16 As shown the smart card 10 is coupled to a telephone hne by a 
ZZZTZZZ » - cellular phone data port .rough a cord ^M. 

i_ an alternate embodiment, tne sm«m >»a»« i 
30 connector 22. In an alternate As will be appreciated, 

assembly 20 by a sli P -on slide connector on the smart card 10. As PP 
assemoiy j r 0 telephone line 10. 

there are many other mechanisms for coupling the smart card 

\bad owq»***- 
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In yet another alternate embodiment, the smart card 10 contains a wireless interface (not 
shown) that supports wireless telephony through either a satellite oi other communications 
system such as a cellular network. 



Figure 3 illustrates one side of the smart card 10. As shown, the card includes 
5 optics 24 for receiving light from a display, an ISO 7816 interface 26, a hologram 28, 

buttons 30 and 32 and an LCD Screen 34. The smart card 10 displays various menus on 
the LCD Screen 34 and a user of the smart card 10 may select menu options and provide 
other input to the smart card 10 through the buttons 30 and 32. Many other types of user 
interfaces are possible. 

10 As will be described more fully below, the ISO 7816 interface 26 allows the smart 

card 10 to be used in conjunction with other devices. As one example, the smart card 
may be used as a card for an automatic teller machine that is compatible with the ISO 
7816 interface 26, 

Figure 4 is a block diagram of the electronics disposed within the smart card 10. 

15 Data from external sources is converted into digital data. Thus, as illustrated, a modem 

42 and the ISO 7816 interface 26 are coupled to a multiplexer 46, which provides serial 
data to a universal asynchronous receiver-transmitter (UART) 47. In a preferred 
embodiment, the modem 42 is compatible with a standard modem protocol such as Bell 
300, and supports auto-dial. The UART 47 in turn provides parallel data to a bus 72, 

20 which is coupled to a central processing unit (CPU) 48 and a static random access 

memory 52. A VEIL receiver 40 that is coupled to the bus 72. A transceiver 74 coupled 
to the bus 72 converts electromagnetic waves of lower frequency than visible light 
received over antenna 76 into digital data. 

The external-data is provided to the SRAM 52 where it is processed by the CPU 
25 48 according to program in the ROM 50 and EEPROM 54. A button subsystem 62 is 

coupled to the buttons 30 and 32 and allows the user to make selections based upon the 
external data and provide other input to the smart card 10. Information is provided to the 
user by the LCD 34 that is coupled to an LCD driver 58 that is in turn coupled to an 
LCD frame buffer 60 that is coupled to the bus 72. 
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S,m referring <o F.gur. 4. the smart «d .0 inCa.es a power ^™ «° 
provide power ,o the electronic components. According to one en.bod,men, * 
subsystel 7* inches a no,re<har g eable P"- — - " " — " 
T « subsystem 70 inches a combination of a non-,echar 6 eab.e and rechargeable 
fte power subsystem 70 inci , h „„„,., sunoly logic. Still referring to 

power sources and a solar panel in conjunction w,th power supply log.... 
Figure 4, an oscillator 66 and clock «4 to maintain the appropriate urae. 

F, g u™ 5 illustrates an alternate embodiment of the smart card of the present 
motion. An elecuonic sleeve ,0 defines a slot 82 for receiving a smart card 84 and <he 
Ironic sleeve 8. contains a battery 86, optics for receiving light from a dtsplay aM a 
interface including LCD M and buttons « and 94. Since these component res.de 
^ „ me electronic sleeve 80, the smart card 84 illustrate, in the figure need no, con™ 
L component The smart card 84 interfaces with the electronic sleeve 8. through an 
ISO 7816 contact 98 as illustrated. 

"""^ously describe., the smart card .0 receives Ugh, from the television 
display » where me light has been encode, within a broadcast program. Acco, .ng to 
^present invention, the VE.L lata ma, be transmitted according to an, type of pac k « 
ILo. . a preferred embodiment, the packet protocol comprises packas w.th fiv 
Z TL each packet. The fields include a genera, purpose packet ident.ficat.on fiel ™ 
!w r iden«mlion field, an encryp.ed authorization key, a pack* identtfcatton field and 
pike, data. The packet identification field provides information regard.ng the type of 
dau in the dau field. For example, the packet identification field ma, tnd.cate tha, Ute 
da u is related ,o coupons, freouen. flier miles or movie schedules. The packe, 
tdlfication field ma, also be used to define -generic- classes of opposes, whtch 
5 M serve ,o limit me amount of explanative information to be transmmed. 

According to «he present invention, the VE.L da,a may be encrypted. Preferred 
data encryption methods include DES and RSA based public ke, encoding a^d mo, 

Aicri the VEIL data may be compressed and error 
specifically. RC5 type encoding. Also, the vtiu y 

. „ „ nnUl >A according to Hamming or Goppa codes, 
detection and correction applied aucoraing iu 

As described in the copending application entitled "COM-CARD", f-ed I-«y 
,9, , { ^SrtN 1 «^0l/lO^.ta^«-••^^ rf ■-**." ,, ^ , " 
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the form of UPC codes. The bar code contains manufacturer identification, family code 
and value code data that may be used for most coupons. The manufacturer identification 
and family code contain manufacturer specific data that may be stored in the ROM 50 for 
a subset of manufacturers. This data may then be used to automatically extract the 
manufacturer name, product name and size from the bar code data. The value code is 
universal and may be used to extract the coupon redemption value. 

Applications 

The apparatus illustrated in Figures 1-5 has a variety of applications, including but 
not limited to: remote financial services, secure and automated payment medium, near 
video-on-demand with automated order and billing, pay-per-view with automated order 
and billing, appointment TV, home shopping, retail services, catalogues, travel services, 
etc, real-time market studies and opinion polls and electronic gaming and sweepstakes. 
This Specification will now describe these applications. 

Financial Services Application 

The smart card 10 is capable of performing a variety of financial services 
applications. When the smart card 10 is issued to a particular user, the EEPROM 
memory 54 within the smart card 10 stores multiple account information for remote 
financial services. The multiple account information includes: financial institution(s). 
access information, account number(s), account type(s) and transaction type(s). According 
to the present invention, a plurality of accounts for a plurality of financial institutions may 
be stored on one card. Further, the financial and account information may be 
automatically updated or modified through the telephone interface illustrated in Figures 1 
and 4. 

The user initiates a financial transaction by providing input to the smart card 10 
through the buttons 30 and 32 as illustrated in Figure 3. The user requests a specific, 
financial transaction such as a baiance inquiry by selecting an appropriate graphical icon 
on the LCD 34. Once the transaction has been selected, the LCD 34 prompts the user to 
press a button 30 to carry out the transaction. Additionally, the smart card 10 may - 
prompt the user with an audible tone. 

After receiving the request from the user, prestored information in the ROM 50 or 
EEPROM 54 and a predefined messaging protocol are provided to the modem 42 or the 

7 
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wireless interface which automatically contact, through the appropriate medium, the 
financial institution. The smart card 10 and financial institution then exchange data to 
carry out a fully automated transaction. When the transaction is complete, the smart card 
10 LCD 34 provides a summary of the transaction results. For enhanced secunty. a 
transaction process may require the smart card 10 user to enter a PIN code, using the 
buttons 30 or 32 on the smart card 10, which will he authorized by the financial institute 
prior to carrying out the transaction. 

Nrfir vi^nn-rvmand P ^-Per-View Application 

As previously described, the smart card 10 is optically coupled to the display 13 
of a television to receive information encoded with a television signal. A televis.on 
service provider may thus provide over a television channel information related to 
programs and movies available on a pay-per view or on-demand basis. As described ,n 
L related application PCT/US95/00759 entitled TELEVIS.ON SIGNAL ACTIVATED 
INTERACTIVE SMART CARD, the user may then download this information through 
the VEIL interface. Once this information has been transferred to the smart card 10 , the 
user may select from the available programming using the graphical menuslriven interface 
on the LCD 34. The user then selects the physical location where the programmmg » to 
be provided. Such physical locations may include any location corresponding to account 
address(es) stored in the smart card 10 or the location corresponding to the phone number 
used to place the order. 

After selection occurs, the modem 42. or the wireless interface automatically 
contact the appropriate service provider and the transaction is automatically completed, 
including debiting the account of the user, through a predefined messaging protocol. The 
telephone numbers for service providers may be stored in the smart card 10 based upon 
the channel over which the information is received. Alternatively, the telephone number 
of the service providers may be provided within this information. 

Once the transaction has been authorized, information related to the program time 
and channel will be sent to the smart card 10 and displayed on the LCD 34 for the user. 
As previously described, security can be enhanced by requiring the user to enter a PIN 
code using the buttons 30 or 32 on the smart card 10. which will be authorized by the 
near video on demand or pay per view system prior to activating the program se.ect.on. 
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A ppointment and Coupon Television 

The interfaces illustrated in Figure 1 may also be used to provide other services 
such as "virtual shopping," financial services, entertainment programming and educational 
programming. 

"Virtual shopping" includes a variety of applications. For example, the television 
display 13 may show a guided tour through a supermarket pointing out key nationally 
advertised items. Each of these items can be introduced and presented by a product 
spokesperson and followed with a commercial including a paperless coupon that may be 
provided to the user through the VEIL interface. For a description of the use of a smart 
card 10 in conjunction with coupons, see the related application PCT/US95/00759 entitled 
TELEVISION SIGNAL ACTIVATED INTERACTIVE SMART CARD. 

The present invention also provides for appointment television. A catalogue of 
programming may be displayed on a television and the user may download this catalogue 
using the VEIL interface of the smart card 10 and select which program to view. Once a 
program is selected, the LCD 34 will prompt the user to enable the modem 42 or wireless 
interface to automatically contact the proper television network. The program will be 
broadcast at the proper time and the smart card 10 may be programmed to remind the user 
with an audio tone and visual display at predetermined times before the program is 



In addition to appointment television, the smart card 10 may remind the user of 
advertising/promotional, financial, and programming incentives. 

Home Shopping Application 

The smart card 10 of the present invention may be used in conjunction with home 
shopping. A home shopping network may broadcast an item for sale and information 
regarding that item may be downloaded through the VEIL interface as illustrated in the 
figures. The information regarding the item may include: home shopping program access 
information, item name, item description, item price and item commercial and 
programming rerun times. 

If the user is interested in purchasing the item, he or she may then download item 
information into the smart card 10 through the VEIL interface. The LCD 34 then displays 



initiated. 
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ft, item information and the user is proved to choose whether he o, she intends » 
^ r L fte He,. K the user decides to purchase ft. i.e.. theLCD 34 prompts the user 
; ele the modem 42 o, wireless interface. The smart card ,0 ft- uses fte access 
If— to ~ca„ y dial a hone shopping pr„ 8 ra m automated serv,ce compute » 
"e order usin g a pruned messaging protocol. Biliing is automatical., d.reced to 
fte user's account using fte card holder's hi.ling address for sh.ppmg. 

After fte transaction is complete, information regarding the status of fte order 
may he displayed on fte LCD 34. including fte cos. and shipping time. To prov.de 
li, onal security, a transaction process may require fte user to ertter a P>N code ustng 
fte hulns 3. or 3, on the smart card .0. which win he authored prior to carrytng out 

the transaction. 

hata r.ATHEFlN^ ai>pi .IP ATIONS 
Market ^ttirfies and Opinion Polls 

"^Tpresen, invention as illustrated in F. f „r« . - 5 may he used to efficentiy 
gather data. A market study or opinion poll questionnaire may he hroadcas, over fte 
2 ision through fte VE,L interface as illustrated in Ftgure ■ The poH or study may he 
havered to select* regions or on a naticna, hasis. As an example of ftis apphcat, n. fte 
Z user will he presented wift a lis. of questions on fte LCD 34 or «^«— 
a„d requested to seiec, an answer. The smart card .0 win then prompt fte card holder to 

e „ab,e fte modem 42 or wireiess interface which automatic* connects w,ft a remote 

computer system. 

The card holder's response to the questionnaire will then he automatically 
tra^ferred to fte remote computer system through the modem 42 o, fte wireiess 
Trface. ,n addition to fte card holder, response, information re!a,ed to fte car older 
5 can he transferred to fte retnote computer system. This information can tnclude, for 

example fte card holder's age. sex. geographica. .ocation or other demograo ,c dau. 
"l numher stored in fte smart card ,. can he used to eliminate multiple responses 
from a single card holder. 
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a, a point of sa!e. As described in fte related application PCT/US^o «„„,,*. 
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TELEVISION SIGNAL ACTIVATED INTERACTIVE SMART CARD, the smart card 
10 of the present invention may receive a coupon over the VEIL interface and the coupon 
may be redeemed at a point of sale by scanning the UPC code related to the coupon. The 
UPC code is displayed on the LCD 34. 

In addition to distributing coupons, manufacturers and other persons have a need 
to gather data related to coupon redemption. Currently, such information is typically 
gathered through coupon clearing houses, which have questionable security and are 
relatively inefficient. The smart card 10 provides an efficient and secure alternative to 
clearinghouses. Confidential data regarding the card holder is encoded within the 
extended fields of a UPC code. In order to prevent unauthorized use of the confidential 
data by third party retailers, clearinghouses, and redemption centers, this information is 
encrypted. 

The following fields are defined in the extended UPC code: 

1) NSC Code; 

2) One digit manufacturer *s number system character; 

3) Offer Code: five digit element; 

4) Coupon expiration date: four digit month/year of coupon expiration; and 

5) Household identification: eight digit element. 

In a preferred embodiment, the five digit offer code and eight digit household 
identification include encrypted confidential and proprietary measurement data. This 
provides a minimum of 13 decimal digits or the equivalent of 43 bits of measurement 
data. Data will be encrypted using a DES-type encryption technique and then dynamically 
displayed on the LCD 34 for coupon redemption. The exact information that will be 
conveyed at the point of sale may be determined on the basis of the type of coupon which 
includes, without limitation, the following types of data relevant to the card holder: age, 
sex, demographic data and psychographic data. The data may then be analyzed by a party 
who has obtained the proper decryption key. 

In addition, the source of the coupon, for example the television program the 
coupon was encoded onto, can be dynamically added to the bar code data before 
redemption for providing this measurement data when the coupon is redeemed. 

" i 
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vrv Applications . 

The smart card 10 may be used to program video cassette recorders (VCR s). 
Date and time information for a program may be provided through the VEIL interface and 
a promotion for the show simultaneously broadcast to the user. If the user wishes to tape 
the show, the user may down.oad the program information by depressing an approbate 
key 30 or 32 on the smart card 10. 

Once the program information is stored in the smart card 10, it may be provided 
t0 a VCR Figure 6a illustrates the smart card 10 inserted into a VCR remote contro. 100 
with a slot for receiving the smart card 10 and F. P ure 6b is a side view of the 
embodiment iUustrated in F.gure 6a. The smart card 10 provides the program 
information to the VCR through the VCR remote contro. 100. Using a standard mfrared 
interface, the VCR is automatically programmed, without viewer input or use of the 
television picture for displaying menus. 

p^l-Time i nt^mftive Annlications 

It will be appreciated that the interfaces illustrated in F. B ure 1 support real nme 
interactive applications. For example, a game show may be displayed over the television 
display 13 and information related to the show downloaded into the smart card 10. A 
viewer may play the game by providing input to the smart card ,0 which then dials the 
appropriate numbers to provide the user's input to a game server. 



20 



25 



Although the present invention has been described in terms of a preferred 
embodiment and with reference to F.gures l-6», it wil. be appreciated that var.ous 
modifications and alterations might be made by those skilled in the art without departmg 
from the spirit and scope of the invention. For example, instead of receiving light from a 
television display, the smart card may be optically coupled to a computer screen for 
receiving data over a computer network. Many other aUernatives are possible. The 
invention should therefore be measured in terms of the claims which follow. 
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Claims 

1. An apparatus for providing remote services; comprising: 
a light sensor for receiving data from a display, said data encoded within light 

from said display; 

a central processing unit (CPU); 

a memory coupled to said CPU and said light sensor for storing said data; and 
a modem coupled to said CPU for communicating with a remote service provider. 

2. The apparatus of claim 1 wherein said apparatus is comprises a unitary device. 

3. The apparatus of claim 2 wherein said unitary device is suhstantially the same 
dimensions as a credit card. 

4. The apparatus of claim 1 further comprising an LCD display. 

5. The apparatus of claim 1 further comprising a plurality of buttons for providing 
input to said memory. 

6. A method for providing remote services comprising the steps of: 
providing digital data over a television channel, said data related to a transaction 

source; 

receiving in an electronic device said digital data; 
extracting a telephone number from said digital data; 
providing said telephone number to a modem; and 
carrying out a transaction with said transaction source. 

7. The method of claim 6 wherein said electronic device comprises a smart card. 

8. The method of claim 7 wherein said step of providing said telephone number to a 
modem is operative after a user provides input to said smart card. 

9. The method of claim 6 wherein said transaction includes a debit to a user's 
account and said method further comprises the step of automatically debiting said user's 
account. 

.,.,.,,„ 13 i 
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10 . The method of claim 6 wherein said transaction relates to a pay per view 
television broadcast. 

1 1 The method of claim 6 wherein said transaction relates to the purchase of an item 
from said transaction source. 

l2 . A method for programming a programmable device comprising the steps of. 
providing digital data over a television channel; 
receiving in an electronic device said digital data; 
transmitting said data to said programmable device; and 
programming said programmable device according to said data. 

13 The method of claim 12 wherein said digital data comprises date and time 
information for a television show and said programmable device comprises a video 
cassette recorder. 

14. A method for providing a signal to a person comprising the steps of: 
providing digital data over a television channel; 

receiving in an electronic device said digital data; and generating a signal at a time 
according to said digital data. 

15. The method of claim 14 wherein said digital data comprises date and time 
information for a television show. 

16 . The method of claim 14 wherein said electronic device comprises a smart card. 

17. The method of claim 14 wherein said signal comprises an audio signal. 
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